
Hardly a day goes by without our noticing a news item regarding a 
data breach resulting in the theft of personally identifiable 
information – including social security numbers, dates of birth and 
even credit card numbers.   
ESR is committed to creating an environment that greatly reduces 
the risk of that happening to your private employee records stored 
on our servers. 
To that end, we are proud to introduce MFA, our first data security 
initiative of 2012 that you will learn about in the following pages. 

ANNOUNCING ESR 
2012 SECURITY INITIATIVES 



 
Who – Those who directly access the ESR system 
What – New security measure implementation 
When – January 1, 2012 rollout date 
Where – https://esr.clearstar.net/csge/  
Why – Designed to protect against unauthorized access to 
your account and protect your private records 
How – User authentication via responses to personal questions 
and confirmation of an authentication code  

 

MULTI FACTOR AUTHENTICATION 
“MFA” 



The Following Slides Show the MFA User Experience That 
Will Occur Upon First Login Beginning January 1, 2012 



SETTING UP AUTHENTICATION 
QUESTIONS 



SETTING UP AUTHENTICATION 
QUESTIONS CONTINUED 

 
After selecting and answering your 
questions click on “Save”. 



OBTAINING YOUR 
AUTHENTICATION CODE 

STEP 1 

 



OBTAINING YOUR 
AUTHENTICATION CODE 

STEP 2 

  



YOU WILL RECEIVE AN EMAIL WITH YOUR 
AUTHENTICATION CODE AND INSTRUCTIONS ON 

HOW TO PROCEED 

 



ENTERING YOUR 
AUTHENTICATION CODE 

  



CHANGING YOUR 
PASSWORD 

- BE SURE TO CAREFULLY FOLLOW THE PASSWORD FORMATTING INSTRUCTIONS - 
 



PASSWORD FORMATTING INSTRUCTIONS 

Your new password must conform to the following rules: 
 

Must be at least 8 characters (and no more than 28) 
Must have at least one lower case letter (more than one is fine) 
Must have at least one UPPER CASE letter (more than one is fine) 
Must have at least one number (more than one is fine) 
Must have at least one special or punctuation character,  
such as $, %, @, !, *, or & (more than one is fine) 



YOU’VE NOW COMPLETED THE  
MULTI FACTOR AUTHENTICATION  

PROCESS AND ARE LOGGED INTO THE SYSTEM 

 



WHAT DID THIS ACCOMPLISH? 
DO I HAVE TO DO ANYTHING ELSE? 

You have confirmed that you are an authorized user and provided security questions 
and answers that are known only to you for use where further authentication is 
required. 
 
A “cookie” has been placed on your computer that negates the need to re-
authenticate every time you visit the website unless the cookie is removed by your 
security software or you clear it manually.  You will also have to authenticate if you 
attempt to login from another computer. 
 
If the cookie is somehow cleared or you use another computer to access the 
website, the next time you login you will re-authenticate using the same steps 
shown in this presentation. 

 

 
 



SUMMARY 

Multi Factor Authentication is becoming very common in e-commerce and you’re 
most likely already familiar with it if you do online banking.  ESR’s process affords 
the same level of protection. 
 
You will go through the authentication process on first login on or after January 1, 
2012. 
 
You will repeat the process if the cookie is lost or you use another computer. 
  
Passwords will expire every 90 days. 
 
The time required to authenticate your account will take far less time than it did to 
view this presentation. 
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Thank you for taking the time to learn about using our new Multi 
Factor Authentication that was designed to protect you and your 
confidential data. 
 

As always, we appreciate your business and value your continued 
confidence in using ESR as your screening partner. 
 

Customer service is here to answer your questions: 888.999.4474 
 
 

Employment Screening Resources (ESR) is The Firm That Wrote the Book on Background Screening: The 
Safe Hiring Manual - The Complete Guide to Keeping Criminals, Terrorists and Impostors Out of Your 
Workplace 

 

THANK YOU! 



The ESR Advantage 

Accredited by the National Association of Professional Background Screeners 
(applies to less then 2% of all screening firms) 
All work performed in the USA 
Uses only primary sources of information, no aggregated 3rd party databases. 
Specializes in legal compliance expertise and blogs daily to keep you informed. 
State of the art software and security 
Extensive training and consultation available 
Keeps clients informed on changes in law and legal requirements 
ESR’s CEO Les Rosen authored the definitive industry book on background 
screening in the U.S.—”The Safe Hiring Manual.” 


